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ABSTRACT. In interconnected environmental systems, the innocuous failure of one component can sometimes trigger a subsequent
domino-like effect resulting in a cascading collapse of the entire system. Risk analysis in “real world” contexts frequently requires the
need to simultaneously contrast numerous uncertain factors and difficult-to-capture dimensions. Monte Carlo simulation modelling has
often been employed to integrate uncertain inputs and to construct probability distributions of the resulting outputs. Visual analytics and
data visualization can be used to support the processing, analyzing, and communicating of the influence of multi-variable uncertainties
on the decision-making process. In this paper, the novel Simulation Decomposition (SimDec) analytical technique is extended into
complex assessments of cascading risk analysis and used to quantitatively examine situations involving potentially catastrophic, domino-
like collapses of an entire system. SimDec analysis proves to be beneficial due to its ability to reveal interdependencies in complex
models, its ease of decision-maker perception, its visualizable analytic capabilities, and its significantly lower computational burdens.
The case example visually demonstrates that when a system collapse is a low-probability/high-impact event, more expensive, reactive
policies minimize the overall value loss under conditions of system survival, while more proactive policies enable better loss prevention
under system survival. However, proactive approaches significantly decrease the likelihoods and magnitudes of losses for scenarios
resulting from the collapse of the system. Such findings would not have been revealed without the visualization provided by SimDec.
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1. Introduction

Within the overall framework of an interconnected global
network, a seemingly innocuous failure of certain elements can
instigate a subsequent cascading effect resulting in the collapse
of entire systems (Cozzani et al.,2005). Such domino-like break-
downs have been observed in climate systems (Lawrence et al.,
2020), financial sectors(Silvaetal., 2017), power systems (Guo
etal.,2017), information security (Guariniello et al.,2014), sup-
ply chains (Yang et al., 2021), disease progression (Permal,
2021), and many other such environments. Recent examples of
major cascading phenomena include the continuing COVID
pandemic (Malden and Stephens, 2020), the major power sys-
tem blackout in Texas (Busby et al., 2021), and the breaching
of the Evergreen cargo ship in the Suez Canal interrupting the
entire global logistics systems (Knowler, 2021).

There are numerous environmental illustrations of signifi-
cant cascading destabilizations that possess a significant poten-
tial for collapsing entire systems in this domino-like manner.
For instance, if even a single species were to become extinct as
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a result of climate change, pollution, habitat loss, or any other
natural and/or man-made factors, the resulting domino effect
could provoke a massive impact to the entire global ecosystem
(UNEP, 2022). Watts (2018) warned of the domino-like cascade
effects of warming seas, melting sea ice, shifting currents, and
dying forests that would invoke a global, “hothouse” state be-
yond which any human efforts to reduce emissions would be
rendered futile. Similarly, Turner (2021) comments that as cli-
mate change endures, the impacts on ocean currents and ice
sheets could mutually destabilize each other, invoking domino-
like consequences that would severely impact half the global
population. Cho et al. (2021) concluded that numerous environ-
mental “domino effects” were already observable in the existing
global warming data. As such cascading effects generally be-
long to the “black swan” category of events characterized by
high impact and low probability, where the balance between
proactively committing to counter-measures rather than acting
reactively remains delicate.

Whilst it can be acknowledged that cascading effects do
occur, there appears to be a relative dearth of exploratory ana-
lytical approaches in existence than can be straightforwardly
used to assess their potential impacts in environmental settings.
Domino effects have been examined previously for numerous
process and chemical industries settings (Kadri and Chatelet,
2013;Wuetal., 2015; Mukhim et al., 2017; Swuste et al., 2019).
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The predominant approaches applied within these studies for
assessing such things as the time, location, and causes of cas-
cading accidents include quantitative risk assessment (QRA),
Bayesian networks, Monte Carlo simulation, game theory, and
probit analysis (Kadri and Chatelet, 2013; Wu et al., 2015; Mu-
khim et al., 2017; Swuste et al., 2019).

Recently an exploratory data analysis approach referred to
as Simulation Decomposition (SimDec) has been introduced
thatextends Monte Carlo analysis by enhancing the explanatory
power of the cause-effect relationships between multi-variable
combinations of inputs on the simulated outputs aspects (Ko-
zlova and Yeomans, 2019). SimDec operates by pre-classifying
some of the uncertain input variables into states, clustering the
various combinations of these different states into partitions, and
then collecting simulated outputs attributable to each multi-
variable input partition. Since the contribution of the subdivid-
ed partitions on the overall output is easily portrayed visually,
SimDec can reveal previously unidentified connections between
the multi-variable combinations of inputs on the outputs. A
SimDec approach is generalizable to any Monte Carlo model
with negligible additional computational overhead and, hence,
can be readily used for environmental analyses, such as climate,
hydrology, harvest risk assessment, and potential biological re-
moval that employ simulation models. As with domino-like in-
dustrial processes, cascading environmental situations involve
multi-dimensional problems possessing considerable uncertain-
ty and Monte Carlo approaches can be employed to assess these
uncertain aspects (Kozlova and Yeomans, 2019). Consequently,
this research note illustrates how the SimDec exploratory ana-
lytical approach can be easily appended into the assessment
process of cascading systemic risk models for facilitating deci-
sion-making within domino-like environmental applications.

SimDec, in essence, is an extension of Monte Carlo simu-
lation that maps user-specified, multi-variable combinations of
input variables onto resulting distributions of output variables
(Kozlova and Yeomans, 2020). This visual analytics approach
enables the consequences of combinations of different initial
states to be made straightforwardly visible to decision-makers
(Kozlova and Yeomans, 2020). As the initial states represent
different risks or different measures, SimDec readily produces
actionable insights that support decision-making. It is these vis-
ual analytics proficiencies that contribute substantial benefits
to SimDec’s practical decision-support capabilities. The Sim-
Dec approach has previously been applied to several environ-
mental systems including CO-emission analysis (Deviatkin et
al., 2021), carbon capture and storage investment incentives
(Kozlova and Yeomans, 2019), water pollution from agricul-
tural fertilizer run-off (Raul et al., 2022), aviation electrification
projections (Kozlova et al.,2022),and renewable energy invest-
ment strategies (Kozlova and Yeomans, 2020). An open access
prototype of SimDec software can be accessed via Kozlova and
Yeomans (2020).

Monte Carlo simulation is a well-established technique for
assessing systemic risk (Lehar, 2005; Huang et al., 2009; Teply
and Klinger, 2015). Furthermore, the more complex and/or non-
linear the underlying models are, the more comprehensive the
SimDec insights tend to be. Therefore, given the fact that Sim-

Dec analysis provides a relatively straightforward extension to
Monte Carlo methods, the complexity of underlying models
does not impede its adoption. Thus, the goal of this note is to
show how the existing decomposition concept can be extended
to the more complex cascading risk assessments involving po-
tentially catastrophic, domino-like collapses of an entire envi-
ronmental system.

2. The Simulation Decomposition Approach

SimDec is a novel, analytical technique that builds upon
Monte Carlo simulation by uncovering inherent causalities and
hidden interactions in the underlying system (Kozlova and Yeo-
mans, 2020). To accomplish this task, the SimDec algorithm
clustersthe output distribution from an entire simulation by par-
titioning certain input variables into states, constructing an ex-
haustive list of multi-variable combinations (partitions) of these
states, and then mapping the resulting input combinations onto
the output distribution (Kozlova and Yeomans, 2019; Deviatkin
etal.,2021). Asa consequence of the algorithm, one can observe
the overall output distribution, as in the classical Monte Carlo
simulation, together with the simultaneous projections of the
various partitions onto this distribution (Kozlova and Yeomans,
2020). The algorithm circumvents the necessity of running
multiple simulations by tracking the values of inputs variables
alongside the output variable during a single simulation run and
then utilizing them for construction of the partitions according
to the user-specified states of input variables. Thus, the compu-
tational costs for performing the algorithm are negligible (Ko-
zlova and Yeomans, 2020). The partitions are displayed with
different colours during the visual analytics stage. In particular,
the states of the most influential variables are assigned different
colours, while all further partitions are colour-coded as grada-
tions of the main colour to preserve visual consistency and to
facilitate human perception (Kozlova and Yeomans, 2020). By
displaying partitions comprised of multivariable groups as seg-
ments of the output variable, SimDec is able to visually reveal
various nonlinearities and interactions of variables within the
model, which frequently leads to an uncovering of previously
concealed relationships (Kozlova and Yeomans, 2020).

The SimDec algorithm can be summarized in the six steps
(detailed explanations can be found in: Kozlova and Yeomans,
2019; Deviatkin et al., 2021; Kozlova et al., 2022):

Step 1) Select key input variables for the decomposition
from the set of all randomized variables in the model.

Step 2) Define relevant states for each of the key input
variables (e.g., pessimistic, most-likely, optimistic).

Step 3) Establish numeric boundaries for each identified
state. For each variable, the resulting boundary ranges of the
states must be mutually exclusive and collectively exhaustive.

Step 4) Create all possible combinations of the states of
key input variables. Each group corresponds to a multivariable
partition (e.g., a 2-variable partition might be: X; pessimistic
and Xz most-likely).

Step 5) Record values of the output and input variables
while running the simulation and map every simulation run to
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the corresponding partition based on the partition association
created in Step 4.

Step 6) Construct the output probability distribution and
colour-code it in accordance with the partitions.

3. Modeling Systemic Risk with a Domino-Like
Cascading Effect

This section demonstrates the application of SimDec to a
stylized example of system risk containing a cascading effect,
together with possible mitigation strategies. While based upon
an actual environmental planning application, the specific case
study materials, themselves, are confidential, so the details have
been generalized in order to maintain confidentiality.

In the example, the system is exposed to a single risk. The
impact from the risk can be realized to different degrees and
the corresponding effects are measured by the resulting finan-
cial impact on the system. Three distinct levels of risk impact
are identified — low, medium, and severe. At a certain thresh-
old, the damage, coupled with an external random event, causes
a cascading effect and the whole system collapses.

There are three different mitigation policies are considered
in order to tackle the risk consequences.

1) Reactive Policy | is a business-as-usual practice operated
by the system under normal conditions.

2) Reactive Policy Il requires a more expensive set of reme-
dial measures.

3) The Proactive Policy assumes the incurrence of some costs
in advance, irrespective of the actual risk realization, in
order to anticipate which required resources are needed to

tackle the risk and to increase the minimum threshold of
system collapse.

Each policy has its specific costs, affects financial flows
of the system by correcting the impact of the realized risk, and
hasits own uncertainty in terms of its efficiency of engagement.
The total value loss due to the risk realization is calculated, sim-
ulated for all the related uncertainties, and its overall distribution
is shown in Figure 1 and its legend is provided in Table 1. In
the figure, system survival is characterized by the rightmost
portion of the distribution, while system collapse appears as the
tail in the extreme, leftmost portion — shown within the dashed
box.

Using SimDec, the overall value loss is subsequently de-
composed by the mitigation policy type and risk realization im-
pact. The decomposition colour scheme employed is displayed
in Figure 1. The universe of possible decisions (i.e., which pol-
icy to employ) is simulated in a single instance (i.e., the original
simulation run) and, accordingly, the effects of all three policies
can be visualized simultaneously within the original, overall,
single histogram by observing the colour patterns.

It should be further noted that, for this example, the distri-
bution should not be considered in a strict probability theory
framework sense, but instead treated as an exploratory analysis
using a frequency distribution of the possible outcomes. Since
the frequency numbers displayed on the y-axis are largely de-
pendent on the choice of simulation runs (ultimately, the num-
ber of data points generated), and do not contribute any addi-
tional meaning to the picture, the axis is not displayed. The
model is implemented in Excel, and the Monte Carlo simula-
tion and SimDec analysis are both run via the open access VBA
code provided in Kozlova and Yeomans (2020).

-1000 900 800 700 |
L 7 ________ J
r_____* ______ 1
| |
| L
L1000 -800 | 600

-400 -200 0

Value loss, M$

Figure 1. Simulation Decomposition of a hypothetical systemic risk.
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Table 1. Legend for Figure 1

Colour  Partition  Strategy Risk realization

scl Reactive Policy | low

sc2 medium
- sc3 severe

sc4 Reactive Policy Il low

sc5 medium
- sc6 severe

sc7 Proactive Policy low

sc8 medium
- sc9 severe

Multiple conclusions can be drawn from examining the re-
sulting graphical representation of the system.

1. The system collapse is, indeed, a low-probability/high-
impact event. It is represented by the area of the very small
tail of the distribution on the left-hand-side of the figure.
(See, also, the magnified box).

2. Reactive Policy Il, although being more expensive, mini-
mizesthe overall value loss in the event of system survival.
Itcan be readily observed that the yellow partition does not
exceed 200 monetary units of loss, while the green parti-
tion (Reactive Policy 1) stretches down to —350.

3. The Proactive Policy occupies the middle ground in terms
of its loss prevention capabilities in the event of system
survival. However, it significantly decreases the likelihood
of a situation resulting in the collapse of the system.

4. The respective likelihoods of system collapse under each
of the three mitigation strategies can be visually approxi-
mated by examining the relative area sizes of the colour
patterns in the leftmost tail of the distribution. Collapse un-
der the Proactive Policy (dark purple) is much less likely to
occur than under either of the other policies. Collapse un-
der Reactive Policy Il (dark brown) is considerably more
likely than under Reactive Policy I (dark green).

5. Under conditions of system collapse, Reactive Policy Il is
considerably more expensive than for the other policies and
the likelihood of incurring these expenses is substantially
higher. Furthermore, although the costs of the Proactive
Policy exceed those of Reactive Policy I, the likelihood that
these losses are incurred is much lower.

The final decision on policy selection could be ascertained
by employing afrequency weighted value loss for each partition
(since the frequency of every policy type occurrence is equal in
the simulation, such a measure is directly comparable for the
different policy types).

Even with all the detail, this case study represents a fairly
simplified approach, because it looks only at a single risk and
the policy choices are assumed to be mutually exclusive. In re-
ality, multiple risks and policies can interact with each other.
Obviously, domino-like events can consist of a primary event,
followed by a secondary event, a third event, a fourth event, and
so on, with each event leading to different levels of damage —
namely, primary effects, secondary effects, tertiary effects, etc.
For example, employing a Proactive Policy for one risk may

strengthen the system’s position against another risk, or, on the
contrary, expose the system to another risk to a greater extent.
Rarely are such complex models implemented, since most ana-
lytics toolkits can seldom make sense of such complexities.
However, SimDec is readily able to capture and display the in-
terplay of different risks and policies, which can then be used
to efficiently inform decision-making. Irrespective of the over-
all complexity of the application, as long as a Monte Carlo mod-
el can be constructed that captures the cascading issues for the
problem being studied, SimDec can be readily employed to
evaluate its various output effects either separately or collec-
tively according to the analytical predilections of the decision-
maker.

Finally, ithas been well-established that the majority of risk
management professionals continue to employ qualitative ap-
proaches in their risk assessing practices rather than deploying
more quantitative analytical methods (Hubbard, 2020). One of
the most popular techniques is a colourful risk matrix that as-
signs each risk to a position in a two-dimensional space dictat-
ed by the likelihood and impact of the risk. Because of its visual
analytics nature, SimDec could serve to smooth the transition
from this qualitative risk matrix approach to more rigorous
quantitative uncertainty modeling due to preserving familiar
colours of different risk groups. However, SimDec contributes
considerably more analytical value when applied to complex
models containing numerous nonlinearities and interdepen-
dences. Through these lenses, improved systemic risk modeling
with its network-like structures and cascading effects would
benefit the most from the application of SimDec.

4. Conclusions

In this paper, it has been shown how the novel SimDec
analytical technique can be extended into complex assessments
of cascading risk analysis and used to quantitatively evaluate
situations involving potentially catastrophic, domino-like col-
lapses of entire environmental systems. SimDec can be used to
balance the interplay of the uncertain and the actionable in a risk
analysis case with cascading effects. The case example facili-
tated a visual analytical representation of system risk. Specifi-
cally, the example visually demonstrated that while the system
collapse is indeed a low-probability/high-impact event, the Re-
active Policy Il, while being more expensive, minimizes the
overall value loss in the event of system survival. This observa-
tion would not have been uncovered without the visual exposi-
tion supplied by SimDec. Furthermore, the Proactive Policy
provides a “middle ground” in terms of loss prevention in the
event of system survival. However, the Proactive Policy signif-
icantly decreases the likelihood and magnitudes of losses in the
situation resulting from the collapse of the system. Such factors
would not have been revealed — or would not be readily ap-
parent — without the support provided by the SimDec visual-
ization process. Decision-makers could subsequently draw fi-
nal conclusions by employing a frequency weighted value loss
for each policy. Consequently, based upon the outcomes illus-
trated by the example, one can strongly advocate for the usage
of SimDec for the analysis of cascading systemic risks, due to
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its ability to evaluate complex models while revealing interde-
pendencies, its ease of decision-maker perception, its visualiz-
able analytic capabilities, and its significantly lower computa-
tional burdens.
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